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Port Blair, dated the 20t April, 2011

CIRCULAR

All Heads of Departments
A&N Administration
Port Blair

Subject :Measures to curb the menace of counterfeit and refurbished IT products
- regarding.

Sir,

I am directed to forward herewith a copy of Circular No. 07/02/08 dated 15t

February,2008 of the Govt. of India, Central Vigilance Commission, on the above

subject, for general information and guidance of all the Departments of this

Administration.

Commissioner’s observations with regard to counterfeit consumables are note

worthy :

“Counterfeited consumables such as printer cartridges eic are used which are refilled
with link of poor quality leading to poor performance and clogging, smudging in
printers etc. It is advisable to buy such consumables from OEM authorized suppliers
or distributors to ensure quality and longevity of the prinfer equipment”

In view of the above, it would be advisable that consumables like

toner/ cartridges are purchased only from the authorized dealers of reputed Cos.

like Ricoh/Gestetner/HP/Toshiba/Cannon etc. Same goes for the IT products.

Yours faithfully

4™ D 3l

Assistant Secretary (GA)



Circular No. U?,{UZ{_O_

Subject - Measures to curb the menace of counterteit and 1elurbished 1)
products - regarding.

With the ncreasing use of 1T 1o leverage technology, a large number ol Govelnment
arganizations ate either upgrading or in the process of procurement of new computer
bardware and soltware It is often difficult to fnow the difference belween PC mads
of 'Genuine Parts' and that made of "Countarteit Parls™ i may also Le the care
~ften that while various miganisalions order and pay for brand ne s ecpiinnl e
ond up gelling an inferiar PC with counterfeit and second handiatubished paits
dhequised as new in new original cabinels to various customers designated as
consignees by the ordenng agencies al the headquaiters of these organizations wi
are ignotant or have litfle or no technical knowledge in the matter

b ettact thig amounts to the organisation not geting what they actually crdered avl
pard far The supphes of such PG in the long run would deleal the very puiposs of

uning for a new svslem, COUNTERFEITING is designed to cheat naive conmsumsiz.
mgarizations

Thiz cunent chvula s mtended to help: iform and gnalile due dhgusce aw sl as
~ubing the merace of counterteit and refurbished 1T products disguizerd s now

As a fust =lep, there is a need lor aft buyers in the Government Depantments’ P
tn insizt or a sigred undertaking (sample tormat enclosed) from some authorily viol
iwower thar the Company Secretary ol the system OEM that would certity that ail the
components paris assembly/sofiware used in the Desktops and Servens live Hard
disk, Monitors, Memery ete were originalinew components parts/assembly soltwane,
and that no refurtished duplicate/ second hand components spaits / assembly
software weie being used oi would be used, so that the buying arganizations were
not cheated and get the original equipments as orderad by them Also one could ask
‘ar ‘Factory Sealed Bowes' with System OEM seal 1o snsure 1hat the contonts have
net been changed enoule.

Toliowing advisory checkpoints it is hoped shall help identify the fraudulent praclices
that have ~ome (o notice and help guard against spuiious and reftabished duplicate
sacond hand components/parts/ assembly ! software being received by purchaseis

aprt cnnsigness who regeive such goods and may not have much technical
«npwlodoe

i CPU Duvers are cautioned agamnst buying 1T HMardware with remarked GRUs
that are heely  eadily available in the market today Eniry Level processors ool



Remarked / Over clocked and sofld as high end procassars. These Ci'Us, come
disguised as higher clock speed processors (8.g. a Geleron CPU can ta romariod
as a P4 GPU) while their real clock speed may be lower. Since Opevaling System is
loaded from CD bundled with Motherboard, the CD contains image af configured OS.
Hence information as seen in ‘My Computer’ — 'System Properties’ shall givo
deceptive information. In other words, a Celeron CPU remarked as a P4 GPU, shall
be seen as a P4 CPU only.

Buyers should thereforae, use varlous tool / utilitiss like the ‘CPU-Z' Ulilily or the
'sSpecNo." lor ascertaining the real parameters of the CPU. Uity il CPL-Z
{appox. 1.3 MB size) are avatlable free on the web.

2. Hard Disk T Hardware with refurblshed Hard Disks that are aclualy 2™
hand / repaired hard disks are readily available at low cost. In hard disk diives, the
factory repaired hard disk drives, which are malnly used in thi waranty
replacements are substituted in the new machines. Same is the case ch.erved wilh
floppy drive and Optical disk drives many times.

Most of the competent hard disk makers use a sticker on such hard cis<s sold by
them that clearly distinguishes such hard disks from the fresh cnes Mur axample,
manufacturer 'Seagate’ marks Green Border and label of “Cerlifieitl Repaoired

HDD"” to distinguish such disk drlves from New Genuine HDD. Thare i No horder
or Refurbished label on genulne new HDD.

In addition to this, buyers may also use HDTUNE_210 Utility. This utility shall return
Hard Disk Manulacturers’ Serial no. and Date of manufacturing of the Hard Disk.
These parameiers can be used to cross-verily with the hard disk veridor. Various
Hard Disk vendors alsc put a date code on the hard disk. A mismatch batween this

date and the one returned by HOTUNE_210 Utility can also be viewed a3 fampering
with the actual information of the hard disk.

3 Monitors. IT Hardware with refurbished Monitors that are actualt 2™ hand /
repaired monitors are given a "new look” by changing the body, with intermgl
components remaining “old / rgpalred™. These CHT monltors are usuall, Jiscarried
from developed countries like US and Europe. There are also B Grade {(Mew bul
Low Quality} CRT Monilors used in place of new monitors, Many times thase can be
distinguished by opening the cabinet body and noticing that the label on tho tube
does not carry various certifications and there are scratch marks on the tulya. While
‘Genuine' Picture Tubes have all mandatory Certifications, ‘Counterfuil’ Piclure

Tubes would not have these certifications. Coertification gives an assurance of
Reliability.

Further many such cathode ray tubes (Picture Tubes) are found tc neoed culke
magnets to achieve focusing and earthing also s missing. Gonulne ifcntars rely on
*Yoke Coil' alone to focus- electronic beam, Countereit Monilors typicilty reguite
Numargus Magnetic Strips in addition to Yoke Coil to focus electronic beam. Furlhar,
‘Earthing’ and ‘Shielding’ provide ESD (Electrc Stalic Discharge) protection.
Genulne Piclure Tubes have proper “Earthing and Shielding”. Tarhing and
Shielding is compromised in counterfait Picture Tubes to reduca cost.

In 'B' Grade LCD Monitors, panels used are B grads in which the numbar of spots
may be higher, response time & brightness of lower specs than what is staled.



Above mionitors are all available al low cost.
The “Signed Undertakin

_ 9" as suggested shall serve as a deterrent and as i
saleguard lo ensyre th

a: bidders are not lleecing them by supplying such moniars.

4 Operaling System  Purchasers should check the 1T Hadware supplied
lreindnmiy sefected IT Hardware) for Ceniicate of Awthendicity (COA) pasted ra b
PC or prgducl sefial number and OEM's / Supplier's name o0 be printed on it.

in Operaling systems, pirated OS soltware with fake Cerlilicates of Authenticily are
used by some suppliers 1o cut cosls. They look as good as the real ones, In PCs,
sounterieiters buy legitimale software and copy the box design and packaging. Using

sophisticated and expensive copiers, many copies of illegal CDs are created in o
-:fi\a'y. Pyrchasers should guard against buying IT Hardware with pirated copies of
‘}:. peraling Systems Such Operating Systems, though, available al low prices, do not
ave Ilhe updated patches and security features that help saleguarding the PC and
alse wmprave its lilespan. Purchasers, therelore, may use lhe slandard tasl
rocedures (randomly on randomly salected IT Hardware
LT for ascenaining the in aut

ing
5 ) available on the inllowing
henticity of the operating syslem installed on thelr PC
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Eﬂcrosoﬁfl provides an inbuilt tool to diagnose the "Genuineness of its Operating
>ystem”™. One could go to ‘My Documents’, and ‘Help', trom where one shall got step

by step inskuctions to tind out whethsr the windows installed is genuine,
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c Mechanical Keyboards: Fake mechanical keyboards thai are pa?li:_mv
mechameal. with only the key plunger being that of a real mechanical keyboard and
ozl gl _the keytoard features remalning the same as those of membrane keyboard
Are being passed con as true mechanical keyboards, While thess keyboards are
available at low prices, they do not offer the robustness and long key-stroke o
2xpecled of a real mechanical keyboard. Real Mechanical Keyboards are eapecied
o have Keyslreke life of 50 Million as against 10 million lor Membrane and Semi-
Mechanical Keyboards. In case of bulk orders, it is recommended lo physically

sxamine a few keyboards for their conslrust lo ascertain the genuineness of then
being real mechanical keyhoards.

8 Low Quality Memory Module — Memory chips are remarked or downgradod
walers ara plastic packed under unknown brands or remarked with names of well-
«nown brands Such memory modules have lower perlonmance levels. I is betler 1o
un in for proven repuled bronds such as Kingslon, Transcond, Gorsar, Samausg
and Hynix o name a tew available in the market.

Fraudulently Marked SMPS - in power supplies, wrong markung of {he
wallage is dona The power supplies do nol cany all required ceilifications V/hile
‘Genuine’ Fuwer supplies carry all mandalory ceslilications, in counterfeil Powes
supplies these certilications shall be found missing. Futther Shont cireull & over

voltage protection circuftry could be missing In counterleit Power Supply to teduce
cost

nnRies.m:Gounlgdeling, consumablos such as punigh
v-arg. refilled- with-inlcoitpossmgel 1,
KLl Inprinteres-alai-i-je- adviagble” 1o by stelt,
R0 suppliors or distributors 1b- engute quallly and”
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(V. Rammachaendran)
Chief Technloal Exuminer
Cenlral Vigllonge Cantinissive

All Chiet Vigilance Officers in the Ministries/Departments/PSEs/ Public
Sector Banks/Insurance Companies/ Autonomous
Organisations/Socielies

Annaxure. Model Undertaking of Authenticity form
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